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Release 7.04 UAT Kick-off Call

We will begin shortly!



OneUSG Connect

Release 7.04 UAT Kick-off Call

Thursday, October 30, 2025



• This Teams meeting is being recorded 

• The presentation and the recording link will be 
attached to the Handouts section of the SmartSheet

• Please keep yourself on mute and do not put the 
meeting on hold

• This is a freeform meeting so please feel free to 
unmute and ask questions during the presentation

     

Housekeeping
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Agenda
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• General Release Information
– What is a release?
– Upcoming Releases
– Release Website

• Release 7.04 Key Information
– What is the scope of this UAT?
– When is testing?
– Important testing details
– How will we communicate?

• Release 7.04 Direct Deposit Fraud Prevention Training
– GIACT Verification and Authentication
– Fraudulent Accounts Reference Table (Known Bad Accounts)
– Enhanced Notifications
– Communications and Change Management

• Release 7.04 Testing Preparation
– How can I register for testing?
– How can I get access to Smartsheet?
– How can I access HPRE?

• How is testing administered?
– How will we capture test results?
– How will we handle defects?

• What questions do you have?



Institutional Roll Call
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Code Institution Code Institution

030 Georgia Tech 480 Savannah State

090 Georgia State 510 Valdosta State

120 Augusta University 530 North Georgia

180 UGA 540 West Georgia

220 Albany State 570 ABAC

280 Clayton State 610 Atlanta Metro

300 Columbus State 630 College of Coastal

330 Ft Valley 690 Dalton State

360 Gerogia College 720 East Georgia

390 Georgia Southern 730 Geogia Highlands

400 Georgia Gwinnett 760 Gordon State

420 Georgia Southwestern 830 Middle Georgia

430 Kennesaw State 880 South Georgia

980 University System Office
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General Release Information

OneUSG Connect



• Point Release

– Fix bugs

– Small improvements rather than add significant features

• Ad Hoc Release

– Limited to emergency fixes or those that are time sensitive

– Year-end tax updates required for W2 processing or new calendar 

year rates

What is a Release?



Upcoming Releases

Release Date of Release Type of Release

7.04 Nov. 14, 2025
Tax Update & Direct 

Deposit Fraud Prevention

7.06 Dec. 19, 2025 Tax Update & Year End

January Ad Hoc Jan. 9, 2026
Items Too Late for Tax 

Update 25-D

7.08 March 20, 2026 Q1 Patching

Tax Update 26-A/ADP 

June Ad Hoc June 26, 2026 Tax Update 26-B

ADP Quarterly Tax 

Update



• OneUSG Connect Release Information can be found 

on our University System of Georgia website in the 

USG Faculty & Staff Portal:
https://oneusgconnect.usg.edu/releases

• Look here for:

– Release Notes including Record/Field Changes

– Link to the UAT Smartsheet Dashboard

– Any updates in release timelines

Release Website

https://oneusgconnect.usg.edu/releases
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Release 7.04 Key Information

OneUSG Connect



• Scope of User Acceptance Testing

• Release 7.04 is a point release

• Testing will focus on Direct Deposit Fraud Prevention 

functionality

• Non-release items can be tested with institution specific test 
scripts

• No payroll will be processed as part of UAT

• CPU patches and PeopleTools 8.61.13 will be applied

What is the Scope of Release 7.04 Testing
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• Release 7.04 User Acceptance Testing

• Monday, 11/3 - Wednesday, 11/5

• Thursday, 11/6 - Friday, 11/7 – reserved for defect 

remediation 

• Testing is not all day each day and will be remote
• Connection to the third-party vendor will be open

    Tuesday, 11/3 10:00am – 2:00pm

    Wednesday, 11/4 10:00am – 2:00pm

When is Testing
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• We will be testing in HPRE

• HPRE has new institution specific passwords as 
of 10/27/2025

• Testing includes email notifications; emails are 
masked in HPRE, and a SQL update is required 
to update business email addresses, so we are 
requiring your USERID@COM on the Testing 
Response Form (Example: 0261501@980)

• Update Personal email in ESS Personal Details

• Please respond to the Direct Deposit Fraud 
Prevention Testing Response by end of day 
Friday, October 31st so we can get email 
addresses updated in time for testing

Important Testing Details
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• Testing is most efficient and clear if there is a practitioner role testing along with testers in the 
employee role

• Practitioners and employees will receive different email content so for clarity separating testers 
works well

•  Testing may include social security number authentication; SSNs are dummies in HPRE. If you wish 
to test authentication with a VALID SSN, you will need someone with access to update Personal 
Details during testing to make the required updates

• Testing includes bank account verification; bank accounts are dummies in HPRE. To test 
verification, you will need someone with access to update direct deposit for testing

• At least one tester with the BOR_PAYROLL_DIRECT_DEPOSIT_UPD security role must participate in 
the testing and provide sign-off confirming that your institution completed the UAT test scripts.

Important Testing Details
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• We will have daily touchpoint calls on Monday, November 3 - 

Wednesday, November 5 at 9:30 a.m. 

• We will use Touchpoint Call Chat throughout day for questions, 

updates on processes being run and other testing related 

information

• More later for how to get an invite

 to the Daily Touchpoint Call

How Will We Communicate?
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Direct Deposit Fraud Prevention

OneUSG Connect



Calendar Year 2024 2025 
(as of 7/31)

# of Fraud 
Cases

15 9

Total 
Compromised 

Amount

$90,406.03 $66,590.36

$ Lost to Fraud $49,965.28 $54,880.50

Timeline of Recent Fraud Prevention Solutions

17

June 2024

Employees using higher-risk banks must have their direct 
deposit manually updated by their HR/Payroll Practitioner 
after appropriate validation

* Currently Chime, GreenDot, Sofi, GO2Bank

October 
2024

Securing sensitive information by requiring employees to 
be on a campus network to:

•Add or change direct deposit, personal information, tax 
information

•View W2 information

November 
2025

Current Proposed solutions

•Additional Verification and Authentication

•Enhanced Notifications



•   Communications and Change Management

– Personal Data Validation Campaign

– Employee Communications and Training

– Practitioner Communications and Training

•   Enhanced Cybersecurity Training

– Expand biannual training with fraud 
scenarios 

– Prepares employees to recognize fraud 
tactics

Preventing Fraud – Proposed Solutions

•    GIACT Verification Services API

– Real-time verification of bank account and 
customer indicative data

– This is a 3rd party service currently used by USG 
to validate vendors account data

•   Fraudulent Account Reference Table

– Centralized list of known fraudulent accounts 
used to block attempts to add flagged 
routing/account numbers 

•   Email Notification updates

– Alerts sent to all e-mail addresses for direct 
deposit changes and e-mail address 
additions and updates

18

Solutions Communications and Training
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GIACT Verification Services Training

Solution One
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Calendar Year 2024 2025 
(as of 7/31)

Direct Deposit 

transactions 
(including new 

employees)

40,916 23,810

Estimated Expense
($0.85 per transaction)

$34,778.60 $20,238.50

Direct Deposit 

Transactions with 

new employees 

excluded for 60-

days

13,762 8,245

Estimated Expense
($0.85 per transaction)

$11,697.70 $7,008.25

GIACT Verification Services
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• Information securely sent through API

• API is triggered when employee saves the direct 

deposit update

• Real-time validation and authentication

• GIACT does not store any data that is sent for 

validation 



• GIACT Verification solution consists of two services:

– gVerify- GIACT’s bank account verification service verifies the current reported 
status of bank accounts in real-time.
• Open and valid

• Allows posting of ACH credits

• Has not had any relevant negative information reported

– gAuthenticate- GIACT’s bank account authentication service takes it one step 
further by authenticating customer data against signature data from the 
participating banks
• Account holder’s name

• Date of Birth

• Social Security Number

• Both gVerify and gAuthenticate must pass for the bank account to be 
updated.

GIACT Verification Services
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• Updated ESS Direct Deposit Landing Page

Training-Direct Deposit Updates Employee Self Service
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Direct Deposit Change Notifications

• A message will be sent to all employee email addresses in OneUSG Connect 
whenever a direct deposit change is attempted (successful or not).

• No practitioner emails will  be sent for successful direct deposit changes

 

Successful Direct Deposit Changes
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 If Successful: 

• The direct deposit change is 

accepted and OneUSG Connect 

is updated. The page saves 

without a message.

• Employee will receive email(s) to 

business and personal email 

addresses confirming update. 

• Employee will receive an ESS 

notification within OneUSG 

Connect.



Successful Direct Deposit Changes
Employee Email Message
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Employee Notification in OneUSG Connect
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 If Unsuccessful: 
• Employee:

– Hard stop message on the Edit Account page
– Receives an email notification and notification 

within OneUSG Connect that Direct deposit 
information was unable to be updated in 
OneUSG Connect and directing them to reach 
out to their HR/Payroll Administrator.

• Institutional Practitioner: 
– Receives an email notification with the detailed 

reason for the failure.
– Institutional HR/Payroll Administrator contacts 

employee to initiate internal verification process.
– Successful verification: the Institutional Practitioner 

manually updates the direct deposit.
– Unsuccessful verification: the Institutional 

Practioner initiates internal cyber security process 
and submits a ticket to OneUSG Connect support. 
Direct Deposit NOT updated manually.

Unsuccessful Direct Deposit Change
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Unsuccessful Direct Deposit Change
Employee Email Message
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Unsuccessful Direct Deposit Change
Practitioner Email Message
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Detail Provided



GIACT 
Response Code

Detail in Practitioner Message

ND00 Designated financial institution does not report information to the National Shared Database

ND01 Designated routing number can only be valid for US Government financial institution

GS01 Designated routing number did not match the format of a valid routing number

GS02 Designated account number did not match the format of a valid account number

RT00 No positive or negative information has been reported on the account

RT01, RT02. GN01 The account was declined based on the risk factor being reported

ND02 No data was found matching the customer information provided

CA21 The customer name data did not match gAuthenticate data, 

CA22 The customer TaxID (SSN/ITIN) data did not match gAuthenticate data

CA25
The customer’s date of birth or ID data did not match gAuthenticate data

Additional Practitioner Error Messages
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• Direct Deposit 

Administrator Page

– No API to GIACT

– Email to employee will 

indicate the information 

was entered at the 

employee’s request

Payroll-Administrator Direct Deposit Update 
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• Bad Known Account verification precedes 
GIACT verification & authentication

• Direct deposit data sent to GIACT after 60 days 
from start date

• Employee name, social security number and 
date of birth are the criteria used for 
authentication

• Name is the FIRST criteria GIACT reviews

GIACT Verification & Authentication Overview
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Fraudulent Account Reference Table

Solution Two: 
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Fraudulent Account Reference Table

• Establish a centrally maintained table of known 
fraudulent routing and bank account numbers 

33

– Automatically block attempts 
to add these accounts during 
direct deposit setup

– USO Cybersecurity and SSC 
Information Services Team will 
work together to recommend 
entries for this based on prior 
confirmed fraud cases

– Table will be updated and 
maintained by SSC Information 
Services Team



Fraudulent Account Reference Table

• Established a centrally maintained table of known fraudulent routing 
and bank account numbers 

• Accounts can be added during active investigation and inactivated if cleared of 
suspicion
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Known Fraudulent Account Entered by Employee
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Known Fraudulent Account Entered by Practitioner

36

Practitioner Message Only
• No email will be sent to the 

practitioner when the 
routing and bank account 
number combination are 
in the Known Bad Account 
table

• Practitioner should initiate 
Cyber Security protocol for 
their campus

• Employee will get email 
directing them to notify 
HR/Payroll or support
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Enhanced Notifications

Solution Three
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• Automated notifications sent to all e-mail addresses when e-mail address is updated
– All email  addresses when email address is changed, including prior e-mail address
– All email addresses when a new address is added
– Date/Time are noted in the e-mail to clearly identify when change was made

• Employee receives message within OneUSG Connect

Email Address Change Notifications

38

USG Address: 



Notifications to all e-mail addresses
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Old Address: New Address: 



Employee Email Change Notifications
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Communications and Change Management
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Employee Communications and Change Management
• Add Personal e-mail address to OneUSG Connect so 

that alerts will go to multiple addresses

• Validate Personal Data (to reduce GIACT errors)

• Employee template with link to new job aid

Practitioner Change Management and Training
• Training on GIACT Functionality

• Training on Fraudulent Account table

• Assign primary and backup practitioners at each 

institution

• Updated job aids and practitioner reference guide in 

progress



Direct Deposit Fraud Business Process
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Questions?

OneUSG Connect
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Release 7.04 Testing Preparation

OneUSG Connect



How Can I Register for Testing

• To access the UAT 
Dashboard and Test 
Scripts a free 
Smartsheet Account 
needs to be created 
with your work email 
address
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• We have created a form to submit 
for Release 7.04 User Acceptance 
Testing

– This form can only be 
accessed from the 
Release 7.04 User Acceptance 
Testing Dashboard

– This ensures all testers have 
access to the Dashboard 
PRIOR to the start of testing

• Completing this form will ensure:

– We know the role you will be 
testing

– You will be added to the UAT 
Daily Touchpoint Calls

How Can I Register for Testing
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How Can I Register for Testing?
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• Select your institution
• Provide your name
• Include your email address
• Choose the role you will be 

testing
– Practitioner must have 

BOR_PAYROLL_DIRECT_DEPOSIT
_UPD security role

– Employee initiate ESS 
transactions, validate emails 
received and notifications

How Can I Register for Testing?
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How Can I Get Access to Smartsheet?

• Click Request Access

• This will initiate an 
email to Sarah and 
Diane who can grant 
you access

• There are 3 areas to 
access:
– Shared Materials Folder

– Release 7.04 UAT 
Dashboard

– Test Scripts
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• Test access on Monday, November 3rd

– Can you access CORE HPRE – PRACTITIONER ACCESS

• CORE: Logging in as Yourself (Practitioner)

https://core.hpre.onehcm.usg.edu/

Log in: SSO credentials (Username and PW)

• CORE: Logging in as Another User (Practitioner)

https://core.hpre.onehcm.usg.edu/psp/hpre/EMPLOYEE/HRMS
/?cmd=login&languageCd=ENG&

Log in: User ID@### and institution specific PW

How Can I Prepare for Testing?

https://core.hpre.onehcm.usg.edu/
https://core.hpre.onehcm.usg.edu/psp/hpre/EMPLOYEE/HRMS/?cmd=login&languageCd=ENG&
https://core.hpre.onehcm.usg.edu/psp/hpre/EMPLOYEE/HRMS/?cmd=login&languageCd=ENG&


• Test access on Monday, November 3rd

– Can you access Self Service HPRE – EMPLOYEE/MANAGER

• Self-service: Logging in as Yourself (ESS/MSS)

https://selfservice.hpre.onehcm.usg.edu/

Log in:  SSO credentials (Username and PW)

• Self-service: Logging in as Another User  (ESS/MSS)

https://selfservice.hpre.onehcm.usg.edu/psp/hpress/HCMSS/H
RMS/?cmd=logout

Log in: EMPLID@xxx with institution specific password

How Can I Prepare for Testing?

https://selfservice.hpre.onehcm.usg.edu/
https://selfservice.hpre.onehcm.usg.edu/psp/hpress/HCMSS/HRMS/?cmd=logout
https://selfservice.hpre.onehcm.usg.edu/psp/hpress/HCMSS/HRMS/?cmd=logout


• Test access on Monday, November 3rd

– HPRE has new institution specific passwords as of 
10/27/2025

– Work with your institution’s security administrator 
to obtain new password

– Any issues with security access in HPRE please enter 
the following in the chat for Security:

• URL you are accessing

• Username you are using

• Summary of your issue including message received

How Can I Prepare for Testing?



• How do I know which environment to use for 
testing?

– For Core user convenience, content available in Self 
Service is also available in Core

– In HPRE, it is sometimes necessary to log in as a specific 
user (other than yourself) for testing 

– Logging into a non-production environment for testing as 
a specific user is the only time  you should sign in without 
using SSO/MFA

– Test scripts should indicate Core or Self-Service

How Can I Prepare for Testing?
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Questions?

OneUSG Connect
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• Utilizing Smartsheet for capturing test scenarios 
and results

• Update all scripts in “Testing Status” column

– Not Started, In Progress, Defect, Deferred, Pass

– If you are not testing a scenario, please use Deferred

How Will We Capture Test Results?
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Release 7.04 Testing Administration

OneUSG Connect



How Will We Log Defects?
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diane.strenkowski@usg.edu

We will be using Smartsheet for logging Defects

• Use the “Add Defect” link on the Dashboard

• Always include HREL 7.04 and HPRE so your defect is 
captured in our filter

• Defects should default to Diane Strenkowski

• diane.strenkowski@usg.edu

To ensure timely handling of your defect:

mailto:diane.strenkowski@usg.edu
mailto:diane.strenkowski@usg.edu
mailto:diane.strenkowski@usg.edu


Defect Details to Include
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Include the Navigation Path 
to identify which page(s) 
you were using when you 

received the defect

Include at least one sample 
USERID for each ROLE that 
was involved in your test 
(Manager, Practitioner, 
Employee) as well as 

screen shot(s) of defect 
results when appropriate

No Personal Identifiable 
Information should be 
added to Smartsheet 

including Names, SSNs, 
Birthdates

After you describe your 
defect, don’t forget to 

indicate what you believe 
should have happened in 

lieu of the defect you 
reported

Once your defect has been 
corrected & tested, set the 
defect status to RESOLVED
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0 – Blocker

– Used when release cannot go to production 
with this defect/production down

1 – Production Critical

– Used when the defect is critical but not 
production down

2 – Extensive Manual Workaround

– Can be handled manually and there is a 
benefit of having the functionality in the 
release

3 – Nice to Have

– While this defect may not be able to be 
addressed in this release, it has merit and can 
be reviewed for inclusion in a future release

Defect Priority Selections
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Questions?

OneUSG Connect
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